@ DATA & MORE

Introducing Data & More

Protecting digital privacy and minimizing the risk, cost, and liability of processing
unstructured data by automatically removing Privacy Data from Mail, OneDrive,
SharePoint, and File Shares.

Data More Denmark: +45 4290 1070 - Flaesketorvet 68, 1711 Copenhagen V, Denmark
Data More Germany: +49 151 59422362 - Am Steinebriick 29, 40589 Dusseldorf, Germany
Data More Canada: +1.587.966.9070 - 500 - 4th Avenue SW, Calgary, Alberta, Canada

Compliance: EU (GDPR), Germany (DSGVO/),FCanada (PEPIDA) California (CCPA)+ more WWW.DATAANDMORE.COM



&
About Data & More

Calgary

openhagen
Protecting digital privacy and minimizing the risk,
cost, and liability of processing unstructured data.
We help organizations delete data that has become illegal
to keep as a result of e.g. Privacy regulations - or that has

had a data breach, and therefore must inform the
affected data subjects.

+ 150,000 end users
+3,000,000,000 protected datasets

CERTIFIED CERTIFIED CERTIFIED




The risk of doing nothing | Data Privacy Risk Premium

65% of all
employees
worldwide
are under a
privacy
regulation.

Gartner

©)

Data
protection
fines in 2023
were over 2
billion €, up
137% from 841
million in
2022.

Statista

®)

Between 2018
and 2023, the
average fine
was 1.7M€
across all
countries.

CMS Law

U

)

In 2023
ransomware
attacks
increased
more then
95% over
2022.

Corvus Insurance

@

The average
cost of data
breach in
2024 is 4.4M
€,a10%
increase over
last year.

IBM

RISK OF FINES | RISK OF REPUTATION | RISK OF EXPLOITATION
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Understanding the Problem

All organisations have the same unstructured

data & compliance challenges What it Means

= Large amounts of unstructured data - an average user has 1. Data clean up isn't being done >>> increased risk and
55,000 data sets. regulatory fines.
= Unstructured data is growing at a rate of 20-25% each year 2. Many organizations are spending a lot of money on
(IDC). information management programs >>> seeing very little
= 1-2% of all unstructured data contains "illegal” personal change in their overall data security posture.
sensitive information. 3. Often organizations are afraid of impacting business
= 0.2% of unstructured data contains security information stored processes and user productivity >>> struggle with how to
in plain-text. implement information management change.

= Permissions and data sharing are difficult to administer,
resulting in lots of over-sharing.

= Unstructured data often has no identified owner.

= It's easier to purchase more storage than to effectively clean up
old data.
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Why Data Minimization

* X %
* *

* GDPR *

* *
* g x

Data Compliance

When data is compliant
there are no regulatory
fines and is no loss of
reputation.

©

Data Security

When data is compliant
sensitive data is properly
protected and plain-text
credentials are removed,
significantly reducing the
risk of a data breach.

O

Data Breach

When data is compliant,
the cost of a data breach
is drastically reduced
Data & More also
provides data subject

0%,



If you use Copilot or Purview, it enables compliance

All rights reserved // Data & More @ 2024

Copilot

Data & More for Copilot enables
organizations to meet Copilot's data
security and information
management prerequisites.

This means Copilot can be
implemented responsibly and
without creating data breaches.

\O)

Purview

Data & More for Purview
complements Microsoft's content
classification, ensuring labels are set
correctly so Purview policies are
protecting the right documents.

It also provides visibility into any
privacy data NOT protected by
Purview so those exceptions can be
addressed.




Data & More Data Minimization

—— 01. Connect

— 02. Profile & Classify

—— 03. Determine Data Ownership

—— 04. Send out clean-up reports (AD Groups)

% @ B i) @

(< .

05. Verify

06. Data Minimization
or proper archive

\ | Dol /
07. Measure & Report
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Data & More for Copilot

—— 01. Connect

— 02. Profile & Classify

—— 03. Determine Data Ownership

— 04. Send out clean-up reports (AD Groups)

% @ B i) @

05. Verify

06. Data Minimization
or proper archive

LI

09. Automatically
set compliance
sensitivity labels

(< .

Ol
8.
All rights reserved // Data & More @ 2024 07. MeaSU re & Re pO rt



Data & More for Purview

—— 01. Connect

— 02. Profile & Classify

—— 03. Determine Data Ownership

—— 04. Send out clean-up reports (AD Groups)

05. Verify

11. Set custodians 12. Include Sensitivity 11. Verify Sensitivity 11.. Data
09. Automatically set compliance labels in send out labels Minimization or
sensitivity labels proper archive
10. Classify the data that is not
supported by Sensitivity labels m l

06. Data Minimization
or proper archive

ol
O
07. Measure & Report
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Data & More for Data Breach - Data subject analysis

—— 01. Connect

— 02. Profile & Classify

— 03. Identify Data Subjects and their

privacy data . o .
—— 04. Define Policies for reporting

05. Reporting & verification

(< .

06. Data Minimization
or proper archive

\ | Dol /
07. Measure & Report

10.
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The Secret Sauce

https://support.dataandmore.com/en/knowledge/what-is-gdpr-data-classification

0%,

Written warnings and expulsions

Confidential personal data document

classes
. European &

Sensitive personal data
document classes

Health info

Trade union membership
Membership of a trade union

h/congregation

Sexual o
o Inl

document classes
; '

Pic

cla:
Travel infor
< Inf

Criminal offences document classes
. C record

Diagnoses, illnesses, medication and sick
leave

fentation or member of a
ion
formation about sexual orentation

Non-sensitive personal data

ace
classification in different document

Argentina
Austria
Bangladesh
Belgum
Bulgaria
Canada
Chile
Colombia
Croatia

Czech Republic
Denmark
Estonia
Finland

Lithuania
Luxembourg

Mexico

Netherlands
Pakistan

United Kingdom
UsA

] Tuned and Curated R
Privacy Mapping of Privacy Data & Privacy Data Classification e
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Define each
information type

Read and understand
the legislation

Country and
language-specific
mapping of everything

Enormous set (>2,500)
of global classification
rules

Continuous review
and iteration by Data
& More Classification

specialist

175.000 Users validate
the classification

Rule Elements

] — l Q
a_ l—jl q .
+ 7 + 23 + + + E_ + :' B
@ %l cnxN {} ‘ o
Language Trained No People Al'ID Regular Start and Multi language Complex Counter rules ; o
identification PIl Language Picture analysis analysis expressions  stop words entity dictionaries rules engine . Large data vglldanon,
models (350k) ! results review and

! tuning (3+ Billion)
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For example, here's one part of the country and language-specific classification
rule for detecting civil status:

In Germany these
documents need to be
detected and mapped:

Lebenspartnerschaftsurkunde
(Registered partnership)
Personenstandsurkunde
Familienstandsurkunde
Familienbuch

(Marital status)
Lebenspartnerschaftsurkunde
(Dissolution of a registered
partnership)

Scheidungsurkunde

(Invalidity of the marriage/divorce)

In Poland these documents
need to be detected and
mapped:

odpis skrocony aktu
malzenstwa

(Short-form marriage certificate)
odpis zupelny aktu
malzenstwa

(Long-form marriage certificate)
zaswiadczenie o stanie
cywilnym

(Certificate of civil status)
orzeczenie sadu o rozwodzie
(Court ruling on divorce)
orzeczenie sadu o separacji
(Court ruling on legal separation)
orzeczenie sadu o zniesieniu
separacji

(Court ruling on termination of legal
separation)

orzeczenie sadu o
uniewaznieniu malzenstwa
(Court ruling on the annulment of a
marriage)

In Czechia these documents
need to be detected and
mapped:

potvrzeni o uzavieni
manZelstvi (vydané
zastupitelskym uradem CR v
zahrani¢i)

(Confirmation of marriage issued by a
Czech embassy or consulate)
doklad o registrovaném
partnerstvi
(Registered-partnership
certificate)

vysvédéeni o pravni
zpusobilosti ke vstupu do
registrovaného partnerstvi
(Certificate of legal capacity to enter
into a registered partnership)
potvrzeni o idajich zapsanych
v matri¢ni knize

(Confirmation of data entered in the
family register)

11.



Solution Walkthrough

12.
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01. Setup infrastructure & Connecting Data Sources

<

Home
What's new

Diagnose & solve problems

Favorites

Identity
Overview
Users
Groups

Devices

)
or | 3
)

i

Home > pjdv >

App registrations <

{ New registration &) Endpoints X Troubleshoot (D Refresh L Download [ Preview features | &' Got feedback?

All applications ~ Owned applications  Deleted applications

7 Add filters
Data and More

P Start typing a display 1

1 applications found

Display name

Data and More

Applications

Enterprise

[ I App registrations

| App registrations

a

Protection

Add New Source

Choose Source

@& Exchange online (365)
OneDrive (365)
Sharepoint Online (365)
Sharepoint OnPremise
Outlook Online Archive
Exchange OnPremise

Fileshare OnPremise

OFRROPPP

Website

0%,
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02. Profile & Classify

See Article 6 of the Data Protection

Regulation

Confidential personal data document classes

. European & international ID
. ID card, number or information
. European & international Social security info
. Social security card, number or information
. European & international health cards
. Health card,number or information
. European & international drivers' licenses
. The card, number or information
. European & international passports
. The passport, number or information
. Creditcards
. The credit card, number or information
. Tax information
. Tax returns etc.
. Residence permit
. Permitsand or informationin them
. Salary information
. Pay slips etc.
. Employment documents
. Contractsetc.
. Recruitment (Application/job offer/CV)

. Containsa wide range of information in connection with the
recruitment process, job applications, CV, job interviews, etc.
. Bonus agreements
. Bonus agreements

. Dismissal or resignation
. Terminationsor resignations
. Writtenwarnings

. Written warnings and expulsions

Criminal offences document classes

. Criminal record
. Criminal records and information about them
. Offences, fines and convictions

. Convictions, fines etc.

See. Article 9 of the Data

Protection Regulation

Sensitive personal data document

classes
. Health info
. Diagnoses, ilinesses, medication and sick leave
. Trade union membership
. Membership of a trade union
. Ethnicorigin
. Which countryyou come from or ethnic origin
. Political orientation
. Political orientation, membership of a political party
. Religious belief
. Religiousorientation or member of a
religion/church/congregation
. Sexual orientation
. Information about sexual orientation

Non-sensitive personal data document
classes

. Pictureswith a face
. Used for classification in different document classes
. Travel information
. Information about bookings, reservations, flightsin
check-in, etc. showing where you have been at any
given time

See Article 6 of the Data Protection
Regulation

Information on criminal offences as
referred to in Article 11(1) of
Directive 91/ Articles 10 and 8 of the
Data Protection Act

0%,
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03. Determine Ownership (Custodian Mapping)

Bulk Custodian
Mapping

Custodian e import

Individual Custodian Reports
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. Configure & Send Cleanup Reports

CONTROL SEND OUTS ——>

RESEND USERS REPORTS —>

PROGRESS OF SCAN

—

€ PREVIEW REPORTS

&——— ASSIGN CUSTODIANS

Inbox « dj@365.dataandmore.com

W Delete & Archive Fg Move B Flag v & Markas Unread

O By & « »

©O GDPRmail <mail@no-reply.gdprmail.dk> Tuesday, 13 February 2024 at 11.00
To: @ David Junge

Dear colleague

The automated cleanup screening tool has found data (email and files) with personal data
older than 3 months.

According to our Privacy policy, you are required to review your cleanup report, which will
be issued every 3 months. You have.to go through the data in the report and delete the
files that are non-compliant.

The clean-up report shows sensitive personal data older than 3 months. This data will

be deleted after 3 months in the report unless you use one of the exceptions below:

1."Private” — Mark data as “Private” if it's a private matter. Data marked as "Private" will
remain at the top of the report under the "PRIVATE" tab until the marking is removed.

2."Dispensation” — mark data with "Dispensation” if data relates to an ongoing matter.
Data marked as "Dispensation" will remain in the report under the "DISPENSATION" tab
until the marking is removed.

3."Misclassified" Mark data with "Misclassified" if you believe that the data in question
does not contain Privacy related data. Data marked "Misclassified" will be excluded from
the report.

All data marked with the "trash can" will be permanently deleted every day. It can be
viewed under the "DELETED" tab at the top of the report until then.

Link to clean-up report

Best regards

Management, IT & HR

Tutorials & videos:

Click here to watch an instructional video about the cleanup report. Choose the video that
covers automatic deletion.

Click here to read about Privacy Data classification.

Click here to read about how data can be restored after deletion.

16.



Shows type &
classification & age

Preview

User Review & Privacy Data Marking

P

®

‘ersonal Sensitive Data

0%

DATA & MORE

147 147

Direct link to open original file

Images are OCR processed

Each employee receives a report containing only the
personal sensitive data they are responsible for.

The employee can review individual items to see:
The age of each file,
Who each file is shared with,
Where there are duplicates,

What privacy data was found and how the
item is classified.

The employee decides how each item is handled and
marks each item from the options provided by the
organization.

0,



06. Privacy Data Cleanup (Delete & Archive)

Deleted data Auto v
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07. Measure & Report

Privacy Data by Type

Risk by document class

[ ] i info (@ Ethnic origin @@ Health info @@ National ID (@) Passport (@) Personal Certificates / Permit
@ Recruitment @ Salary / financial info @ Travel info @) Other

Recruitment
10681

Travel info
25344

Salary / financial info
3427

Privacy Data by Age

Risk by creation data Auto v

. P i info . Ethnic origin . Health info . National ID . Passport . Personal Certificates / Permit

@ Recruitment @ Salary / financial info @) Travel info @) Other
16.000

14,000

12,000

10,000

8,000

6,000

4,000

I ! “
o i l

— - -
® LG B @ O
A S A S AS WO
AOY ST AT ST S

> © SO TS 2 B .k
0\9.0\3 0\\ N Q\\ 0\" Q\" Q\\ “\10 A2 g\"- g\'l ¥

All rights reserved // Data & More @ 2024

5-@-©-@--0-©

1

O



07. Measure & Report

( Continued)

Privacy Data by Type and Account

Accounts at risk Show all

@ Empioy @ info (@ Ethnicorigin (@) Health info @) National ID (@) Passport @) Personal Certificates / Permit
@ Recrutment () Salary / financial info @@ Travel info (@) Other

(B |
i

0 2,000 4.000 6,000 8,000 10,000 12,000 14,000 16.000 18,000

Privacy Data by Account and Status

Notification status Showall

@ Grace @ Notified @ Total @ Unnotified

o

5.000 10,000 15,000 20,000 25,000 30,000 35,000
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07. Measure & Report

( Continued

)

Document Marking Summary

User interaction Show all

@ Dispensation @) Misclassified @@ Private

8
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g
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700

Privacy Data Deletion Summary
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Deleted data
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Appendix A
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Proof of Concept

Workshop

Feedback on cleanup reports

Review of clean-up reports
and compliance reports on
data for project participants
and data group

Connection

Introduction to the D&M

Toolbox solution

regarding policies and

document classes with .
standard configuration 45 min

Sign data processing
agreement 45 min

Connecting Exchange
Online

Initiation of scanning 25
accounts (data group)

1-4 Project group
participants

45 min
Duration — approx. 1 month. See description on our

~ support site: POC/Trial

Only requires 3 x 45 min engagement

All rights reserved // Data & More @ 2024


https://support.dataandmore.com/en/knowledge/description-of-proof-of-concept-poc-with-data-mores-compliance-solution

All rights reserve

Appendix B

High Level Implementation plan
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See description on our
support site: Roll out

Implementation plan N

Internal project team Ongoing: 1-2 days a quarter
Effort: 1-2 days
Role: IT department Roll out
Effort: 1-2 day 3-4
Workshop
IT
Onboarding

Introduction to the D&M

solution & best practice B%!s?l:;trzoup
clean-up flow - First Wave
Define: Introduction to standard - Second Wave
efine: organisations communication - Etc.
- Which sources to scan examples
- Infrastructure to setup _ _ Collect feedback and
- On premise Prqject group will try a flow on evaluate
- SaaS their own data
- Cloud . - Normal clean-up mail every
Deflne & plan the organisations 3 months
- Setup infrastructure roll:
- Connect sources -« LEsielen Quarterly status call with
- Start Scanning - First Wave Data & More
- Support setup - Second Wave
- Etc.
Duration —approx. 1 month. Ongoing

All rights reserved // Data & More @ 2024


https://support.dataandmore.com/en/knowledge/organisational-roll-out

Support Center
DATA & MORE

Organisational roll-out
Information & templates & how for the
organizational roll out All articles are in

different languages, the heading is

english

v

Cloud data

How to set up service accounts and
assign roles for accessing data in mail,

onedrive, sharepoint and fileshare

Go to dataandmore.com &' Contact us Sign in

Data & More support portal

llo. How can we help you?

i)

IT Onboarding

The following guides that you will be

following when onboarding

On-Premise Data

How to setup VPN and acess On-

Premiser data

Notification Report

How to navigate the notification report

and get the most of it.

=

'y

Enterprise Installation and
Setup

Information on Enterprise installation and

Setup

Both customers and partners
have access to the Data &
More support page with
relevant information,
templates and documents

@
X

Got any questions? I'm happy to
help.
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Real world example
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How bad is it

28.



Example: amount of hon-compliant data

MONITORED DATA
17.4Tb / 60.0m+
+1% LAST WEEK

607 users have 722.600 Non-compliant files

29.



Example: age of non-compliant data is

] DATA & MORE



Appendix D

One pager on why Data More for: Compliance, Security,
Data breach, Copilot and Purview
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*x X %

* *
* GDPR % M . .
* e CO m pl Ia n Ce Consequences of data privacy non-compliance:
* 4 *
 Finesare up 137% in 2023
« Average fine 1,7 Mio Euro
« Bad PR & loss of reputation
« Possible loss of revenue

Deletion of "old” persona| . Stricter future auditing from authorities
data is a legal requirement

Applies to all organisations: public, private, NGO and organisations, all
legal entities must ensure that sensitive personal data is deleted, when
it is no longer a legitimt business purpose.

Finnish SA: Administrative fine of € 856,000 for failing to define
storage period of customer data

B) 8 May 2024 Finland

Responsibility of the controller (Article 24)
“I[...] the controller shall implement appropriate technical and
organisational measures to ensure and to be able to demonstrate

Background information

Date of final decision: & March 2024

National case

that processing is performed in accordance with this Regulation.
“Those measures shall be reviewed and updated where
necessary.”

Legal Reference(s): Article 5 (Principles relating to processing of personal data), Article 25 (Data protection by design and
by default)

Decision: Administrative fine, Compliance order, Reprimand

https://gdpr-info.eu/art-24-gdpr/ Key words: Administrative fine, Retention time, Data retention

https:/www.edpb.europa.eu/news/national-news/2024/finnish-sa-administrative-fin
e-eu-856000-failing-define-storage-period_en



https://www.edpb.europa.eu/news/national-news/2024/finnish-sa-administrative-fine-eu-856000-failing-define-storage-period_en
https://www.edpb.europa.eu/news/national-news/2024/finnish-sa-administrative-fine-eu-856000-failing-define-storage-period_en

Data Breach

Personal sensitive data is the commodity,
the more "lllegal” personal sensitive data an
organisation has, the bigger the cost,
impact, and fines

Personal sensitive data is the target of an attact, it is
one of the most vunerable and valuable types of
information for extortion

Communication [...] to the Data Subject (Article 34)
Requirement: If the data breach is likely to result in a
high risk to the rights and freedoms of individuals, the
company must also communicate the breach to the

affected data subjects without undue delay.
https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202209_personal_
data_breach_notification_v2.0_en.pdf

What are hackers stealing?

The report found that nearly half (46%) of all data breaches involve

customer personal information like Social Security numbers, emails,

phone numbers, and home addresses. Intellectual property, like trade
secrets, was stolen in 43% of breaches.

https://Mww.ibm.com/reports/data-breach



https://www.ibm.com/reports/data-breach?utm_content=SRCWW&p1=Search&p4=43700080547567636&p5=p&p9=58700008753006378&gad_source=1&gclid=Cj0KCQjwzva1BhD3ARIsADQuPnXtfWJIIQpOON1qa4ZIepzD4GyuBStsyVV_Tr5Slm1zgHusABefWIgaAuO7EALw_wcB&gclsrc=aw.ds

— " CO iIOt AI Consequences of Al Data Breach
-~ P

« Data Breach & GDPR Fine
« Many employees can extremely easy get a full
overview of other peoples:
« Personal Sensitive data
It is the organisations responsibility to ensure « Logon and passwords info
that there is no “illegal” personal sensitive data . Incriminating behavior
or oversharing of any data, not Microsoft. If
copilot has access to “illegal” personal data or
Mmakes overshared data available to more people
then necessary, this constitutes a full blown

illegal data breach.
“Because Copilot automatically inherits your

existing Microsoft 365 data and security
permissions, it makes setup straightforward. It also

Definition of a Data Breach (Article 4)
A "personal data breach' is defined as a breach of
security leading to the accidental or unlawful

highlights the importance of having established
content management practices and data
governance in place before rollout begins”

destruction, loss, alteration, unauthorized disclosure

of, or access to personal data’
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679#d1e32-1-1

Microsoft Copilot 365 Adoption Playbook



https://clouddamcdnprodep.azureedge.net/gdc/gdcgAAgHK/original?culture=en-ca&country=ca

@ Security

In almost all organisations users recieve
different type of login and password
information in emails etc. and other critical
infrastructure information is sent via e-mail and
not deleted. This poses a severe security threat,
increasing the risk of Credential Reuse,
unauthorized access, Data breaches etc.

Security of Processing (Article 32) in addition (5, 25, 33)

Appropriate Technical and Organizational Measures:

“Storing passwords in unencrypted, free text violates these security

measures and can be seen as non-compliance with Article 32”
https://gdpr.eu/article-32-security-of-processing/

Consequences security info in free text

« Data Breach cost & GDPR Fine

» Average cost of Data Breach 4,4 mio €

« External hackers access to many different
systems

« Hostile take over of multiple systems and users
accounts, company and private

In Average there is potentially compromising security
information in 1 out of 531 emails (0,19%)

An average organization with 500 users has between
35-40.000 compromising security information in freetext




& Purview

Microsoft Purview is a comprehensive
set of solutions that can help your
organization govern, protect, and

manage data, if data can be classified
correctly

For Purview to work - it requires a compliant GDPR
privacy classification

Microsoft's classifications in Purview represent only a
fraction of what is necessary to meet regulations like
GDPR. Moreover, many of the classifications provided
lack precision, leading to a high rate of false positives
and negatives. It is up to the customer to build a
compliant privacy classification




Appendix E

Pricing



Pricing:

Pricing is based on data
sources, and if the are
cloud only or also some on
prem = hybrid

03. Number of accounts —
e.g. 800 accounts = 750-999

01. Data Sources:

02. Select currency

Only 0365 Mail
(Cloud)

l

CHOOSE CURRENCY

D&M FOR EXCHANGE ONLINE

( GETINTOUCH > :'

0385 Mail v

0365 OneDnve

0365 SharePomnt

0385 Teams

Fileshare (on-prem)

Exchange (on-prem)

SharePoint (on-prem)

0365 Mail On premise &
(Cloud) Cloud

|

v v
v v
v v
v v
v
v
v

# of Accounts Subscription/Month * Subscription/Month * Subscription/Mont}
0-49 260€ 390€ 1775€
50.99 460€ 575€ 1.775€
100-174 775€ 900€ 1.775€
175-249 1.075€ 1.250€ 1.775€
250-499 1.350€ 1.475€ 2.100€
500-749 1.600€ 1.800€ 2.500€
750-999 2.000€ 2.250€ 3.250€
1000-1999 3.400€ 3.700€ 5.200€
2.000-2.999 4.500€ 5.000€ 7.000€
3.000-3 999 5.200€ 5.800€ 8.250€

https://dataandmore.com/prices/

«—.

= Price per
month

38.



